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16.  Abstract 


This  report  provides  details  on  the  effectiveness  of  security  screening  of 
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air  transportation  or  intrastate  air  transportation.  It  also  provides  a 
statistical  surmary  of  aircraft  hijackings  and  alleged  violations  of  Federal 
Aviation  regulations  pertaining  to  security  screening. 
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Ollct  of  tht  Adminetrator  800  Indtptndtneo  Avo..  8.W. 

Mfuhfigton.  O.C.  20591 


The  Honorable  George  Bush 
President  of  the  Senate 
Washington,  D.C.  20510 

Dear  Mr.  President: 

I  am  pleased  to  forward  the  Federal  Aviation  Acftninistratlon's  Semiannual 
Report  to  Congress  on  the  Effectiveness  of  the  Civil  Aviation  Security 
Program.  It  covers  the  period  July  1  through  December  31,  1984,  and  Is 
submitted  In  accordance  with  section  315(a)  of  the  Federal  Aviation  Act. 

During  this  reporting  period,  there  were  two  U.S.  air  carrier  hijackings. 
This  low  number  of  hijackings  clearly  attests  to  the  success  of  the  air¬ 
line  passenger  screening  system  In  the  United  States.  In  contrast,  there 
were  M  foreign  air  carrier  aircraft  hijacked  outside  the  United  States 
during  this  same  period.  Most  of  these  hijackings  can  be  attributed  to 
weak  or  non-existent  passenger  screening  procedures.  These  foreign  hijack¬ 
ings  are  of  particular  concern  because  the  majority  were  committed  by 
dissident  political  elements,  thus  meeting  the  criteria  for  terrorist 
Incidents. 

A  report  has  also  been  sent  to  the  Speaker  of  the  House. 


Sincerely, 


Enclosure 
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I.  EXECUTIVE  HIGHLIGHTS 


1.  ;OvERS  the  PERIOD  JULY  -  DECEMBER  1984. 


2.  OVER  40S.2  MI. .ION  PERSONS  WERE  PROCESSED  THROUGH  U.S.  PASSENGER 
CHECKPOINTS,  there  were  1,632  FIREARMS  DETECTED  WITH  720  RELATED 
ARRESTS. 


3.  WOR.D^IDE,  16  HIJACKINGS  OCCURRED  (12  SUCCESSFUL)  AGAINST  SCHEDULED 
AIR  CARRIERS.  TwC  WERE  AGAINST  U.S.  AIRLINES  (1  SUCCESSFUL). 


4.  ONE  S-CCESS'w'.  FOREIGN  GENERAL  AVIATION  HIJACKING  OCCURRED  BUT  NO  U.S. 
GENEVA-  AVIA’ION  AIRCRA'T  WERE  HIJACKED  DURING  THE  PERIOD. 


5.  A.cEGEC  SECURITY  VIOLATIONS  BY  AIR  CARRIERS,  AIRPORTS,  AND  INDIVIDUALS 
TOTALED  1,719. 


6.  OF  THE  1,719  ALLEGED  SECURITY  VIOLATIONS,  182  RESULTED  IN  CIVIL 
PENALTIES  TOTALING  $74,545. 
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II.  introduction 

This  is  the  21  si  Setni annual  Report  to  Congress  on  the  Effectiveness  of  the 
Civil  Aviation  Security  Program.  It  covers  the  period  July  1  - 
December  31,  19S4,  and  is  submitted  in  accordance  with  section  315(a)  of 

the  Federa’  Aviation  Act.  This  report  presents  a  concise  picture  of  the 
national  situation  with  regard  to  the  effectiveness. of  the  procedures 
utilized  to  screen  passengers  and  visitors  and  their  carryon  items  prior 
to  boarding  scheduled  and  public  charter  flights. 

III.  AIRCRAFT  HIJACKINGS 

A  ce-^ti-Ficate  holder  is  defined  in  Federal  Aviation  Regulations  (FAR) 

Part  lOS  as  a  person  holding  a  Federal  Aviation  Administration  (FAA) 
operating  ce’^tiFicate  when  that  person  engages  in  scheduled  passenger  or 
public  cha^'ier  passenger  operations  or  both.  To  differentiate  between  air 
ca’^'^ier  and  general  aviation  hijackings,  all  hijackings  of  certificate 
holder  aircraft  are  designated  as  air  carrier  hijackings. 

There  were  two  U.S.  scheduled  air  carrier  hijackings  during  this  reporting 
period,  one  of  which  was  successful  and  ended  in  Cuba.  Of  the  5  air 
Carrie-"  hijackings  during  1984,  3  were  successful  to  Cuba,  1  to  New  York, 
and  1  to  Atlanta,  Georgia.  On  a  positive  note,  only  1  of  the  hijackings 
to  Cuba  in  1984,  perpetrated  by  a  Spanish-speaking  male,  used  an  alleged 
bottle  of  flammable  liquid  compared  to  5  hijackings  during  1983.  There 
were  no  U.S.  general  aviation  aircraft  hijacked  during  this  reporting 
period;  however,  there  were  2  U.S.  general  aviation  hijackings  during  the 
first  half  of  1984. 

During  the  6-month  reporting  period,  14  foreign  air  carrier  aircraft  were 
hijacked,  11  of  these  hijackings  were  successful.  There  was  also  1 
successful  hijacking  of  a  foreign  general  aviation  aircraft. 

(See  Exhibits  1,  2,  and  3) 

The  number  of  hijacking  attempts  or  other  crimes  against  civil  aviation 
prevented  or  deterred  by  airline  and  airport  security  procedures  cannot  be 
determined  with  certainty.  However,  the  number  of  firearms  detected  at 
passenger  screening  points  under  suspicious  circumstances  and  the  number 
of  Individuals  apprehended  while  attempting  to  gain  unauthorized  access  to 
aircraft  indicate  that  some  of  these  Individuals  were  Intent  on  committing 
a  crime.  The  FAA  has  attempted  to  Identify,  record,  and  report  Incidents 
in  which  it  appeared  that  Individuals  Intended  to  hijack  an  aircraft  or 
commit  other  crimes  against  civil  aviation  but  were  prevented  from  doing 
so  by  airline  and  airport  security  measures.  As  noted  elsewhere  In  this 
report,  1,632  firearms  were  detected  at  screening  points  during  this 
reporting  period.  Mhlle  the  number  of  incidents  In  which  an  aircraft 
hijacking  or  related  criminal  act  against  civil  aviation  was  prevented 
cannot  be  determined  with  certainty,  in  one  specific  Incident  during  the 
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last  half  of  1954,  the  circumstances  tend  to  support  that  likelihood. 
This  raises  the  estimated  total  number  of  hijackings  or  related  crimes 
against  civil  aviation  believed  prevented  since  1973  to  a  total  of  112. 

(See  Exhibit  4) 


:v.  54.SIC  POLICIES  -  SCOPE  AND  EFFECTIVENESS 

Tne  Overall  success  of  the  L).S.  Civil  Aviation  Security  Program  can  be 
largely  att’^ib^ted  to  the  cooperative  attitude  and  mutually  supportive 
efforts  0^  tne  airlines,  airports,  local  communities,  the  Federal 
Government,  and  the  passengers.  Basic  policies  guiding  the  program 
recognize  airline  responsibilities  for  the  safety  of  passengers,  baggage, 
cargo,  and  aircraft.  Airport  operators  are  responsible  for  maintaining  a 
sec-re  ground  environment  and  for  providing  necessary  law  enforcement 
support  for  airline  and  airport  security  measures.  Finally,  with  the 
incljs'or  of  security  costs  in  airline  ticket  prices,  the  passengers,  who 
are  tne  principal  beneficiaries  of  the  security  program,  pay  the  costs  via 
the  dpr'est’c  airline  fares.  Since  the  initiation  of  strengthened  security 
measures  in  1973,  almost  6  billion  persons  have  been  screened  and  over  7.4 
billion  carryon  items  have  been  inspected.  This-  screening  and  inspection 
activity  has  resulted  in  the  detection  of  over  31,000  firearms  with  almost 
13,000  associated  arrests. 

(See  Exhibits  5  and  6) 


V.  PASSENGER  SCREENING 

Airline  passenger  screening  procedures  which  include  100  percent 
inspection  of  all  passengers  and  their  carryon  items  have  been  in  effect 
since  1973.  During  the  12  years  these  screening  procedures  have  been 
used,  there  has  been  a  dramatic  overall  decrease  in  the  number  of 
hijackings  of  U.S.  air  carrier  aircraft.  Since  the  initiation  of  these 
procedures,  there  have  been  96  air  carrier  aircraft  hijackings.  This 
amounts  to  an  average  of  8  hijackings  per  year.  The  2  hijackings  during 
this  reporting  period,  1  of  which  ended  in  Cuba,  represents  a  small 
decrease  from  the  3  hijackings  which  occurred  during  the  first  half  of 
1984.  The  5  hijackings  that  occurred  during  1984  are  a  dramatic  decrease 
from  the  18  hijackings  which  occurred  in  1983^  and  are  the  least  number 
of  hijackings  in  any  year  since  1976. 

Detection  of  firearms,  explosives,  and  Incendiary  devices  is  the  primary 
objective  of  passenger  screening  activities.  These  Items  are  of 
particular  concern  and  pose  the  greatest  security  threat  to  civil  aviation. 
The  FAA's  analysis  of  screening  checkpoint  activity  Includes  the  recording 
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and  stud>  of  the  nu^nber  of  firearms,  explosives,  and  incendiary  devices 
detected  and  false  threats  received,  as  well  as  related  information 
received  conce-ring  arrests  of  individuals.  Results  of  U.S.  screening 
activities  for  the  last  6  months  of  1984  are  detailed  as  follows: 

During  the  last  hal"^  of  1984,  over  408.2  million  persons  were  processed 
through  scree-'inc  Checkpoints  at  392  airports.  A  total  of  1,632  firearms 
we-'c  detected.  X-ray  inspection  accounted  for  1,519  (93  percent)  of  the 
fi>'ea'"is  detected,  43  (3  percent)  were  detected  by  use  of  the  metal 
detector,  and  65  U  percent)  were  detected  as  the  result  of  physical 
search.  The  total  number  of  firearms  detected  is  23  percent  higher  than 
tne  average  of  1,258  firearms  detected  during  the  preceding  8  reporting 
periods  and  19  percent  higher  than  the  1,325  firearms  detected  during  the 
first  ha"-^  0^  1984.  During  the  Current  period,  there  were  2  military 
exo"! osi  ve 'incendi ary  devices  detected  by  X-ray  inspection  of  carryon 
items. 

The'^e  were  720  persons  arrested  at  screening  points  for  carrying  firearms. 
This  reo-'ese^ts  an  increase  of  113  (16  percent)  over  the  average  of  607 
ar-'ests  for  tne  preceding  8  reporting  periods  and  an  increase  of  155 
(22  percent)  from  the  565  which  occurred  during  the  first  6  months  of 
19S4. 


Tne  720  arrests  were  made  at  screening  points  at  84  airports  through 
the  United  States.  Screening  activities  are  anlayzed  within  airport 
categories  according  to  the  number  of  persons  screened  per  year  as 
follows:  Category  I  -  2  million  or  more;  Category  II  -  500,000  to  2 
million;  and  Categories  III  and  IV  -  under  500,000.  Passenger  screening 
is  conducted  at  Category  IV  airports  only  when  deplanement  into  a  sterile 
area  at  another  airport  is  desired.  Of  the  720  arrests,  608  (84  percent) 
occurred  at  50  Category  I  airports  (e.g.,  Los  Angeles,  California;  and 
Chicago,  Illinois);  79  (11  percent)  occurred  at  20  Category  II  airports 
(e.g.,  Raleigh-Durham,  North  Carolina;  and  Colorado  Springs,  Colorado); 
and  the  remaining  33  (5  percent)  occurred  at  14  Categories  III  and  IV 
airports  (e.g..  Baton  Rouge,  Louisiana;  and  Roanoke,  Virginia).  In 
addition  to  criminal  prosecutive  actions  by  Federal  and  local  juris¬ 
dictions,  the  FAA  may  take  civil  action  against  individuals  who,  without 
proper  authorization,  attempt  to  carry  a  firearm  or  explosive/incendiary 
device  through  screening  checkpoints. 

The  equipment  primarily  used  to  conduct  screening  operations  consists  of 
walk-through  weapon  detectors  for  the  screening  of  passengers  and,  at  high- 
volume  screening  checkpoints.  X-ray  Inspection  systems  for  carryon 
articles.  At  most  stations,  hand-held  metal  detection  devices  are  used  as 
backup  support  for  the  walk-through  weapon  detection  devices.  The  FAA,  In 
conjunction  with  the  airline  industry,  has  ongoing  research  and 
developmental  projects  geared  toward  producing  new  screening  equipment 
which  will  improve  detection  capabilities  and  minimize  passenger 
inconvenience. 


(See  Exhibit  7) 


-5- 


VI.  COMPLIANCE  AND  ENFORCEMENT 

The  FAA  is  responsible  for  ensuring  compliance  by  airlines,  airports,  and 
individuals  »»itn  the  va’^ious  secu'^ity  requirements  imposed  by  pertinent 
regulations.  Tne  basic  purpose  of  these  requirements  is  to  assure  safety 
and  secu'^ity  for  airline  passengers  and  crewmembers.  Alleged  or  apparent 
vio’ations  of  regulatory  requirements  are  investigated  and  appropriate 
administrative  or  legal  actions  taken. 

Success  in  achieving  compliance  by  all  concerned  is  primarily  dependent 
upon  the  degree  of  cooperation  between  industry  personnel  and  the  persons 
responsible  for  enforcement  of  the  regulations.  Air  carriers  and  airport 
operators  generally  take  prompt  corrective  action  on  their  own  when  a 
potential  problem  is  recognized,  thus  reducing  the  need  for  more  extensive 
enforcement  action.  In  instances  where  an  investigation  of  an  alleged 
violation  of  the  regulations  indicates  lack  of  compliance,  administrative 
or  legal  action  may  be  necessary.  These  actions  take  the  form  of 
warnings,  letter  of  correction,  or  assessment  of  civil  penalities.  During 
thr  last  half  19S4,  1,719  investigations  of  alleged  security  violations 
by  ai’'  carriers,  foreign  air  carriers,  airports,  and  individuals  were 
completed.  In  182  of  the  cases,  civil  penalities  totaling  S74,545  were 
collected,  and  in  1,406  cases,  administrative  corrective  action  was  taken. 
In  the  regaining  131  cases,  the  alleged  violations  were  not  substantiated. 
Tne  total  numbe-'  of  investigations  closed  during  the  second  half  of  1984 
represents  a  50  percent  increase  over  the  number  of  investigations  closed 
during  the  first  half  of  1984. 

During  the  calendar  year  1984,  2,863  investigations  of  alleged  violations 
by  air  carriers,  foreign  air  carriers,  airports,  and  individuals  were 
completed.  In  317  of  the  cases,  civil  penalties  totaling  $154,479  were 
collected,  and  in  2,321  cases,  administrative  corrective  action  was  taken. 
In  the  remaining  225  cases,  the  alleged  violations  were  not  substantiated. 

(See  Exhibit  8) 


VII.  OUTLOOK 

The  effectiveness  of  civil  aviation  security  measures  will  continue  to 
improve  throughout  the  world;  however,  despite 'a  decrease  in  the  number  of 
hijackings  during  the  past  year,  the  hijack  threat  persists  indicating 
that  continuing  civil  aviation  security  measures  remain  necessary. 

During  the  past  year,  acts  of  sabotage  and  an  increase  in  terrorist 
hijackings  overseas  have  become  of  increased  concern.  Two  detonations 
occurred  aboard  foreign  air  carriers  inflight.  Injuring  24  people,  and 
five  explosions  occurred  at  foreign  airports,  killing  67  people  and 
injuring  251  others.  In  addition,  a  number  of  incidents  occurred  overseas 
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in  which  hidden  explosives  were  detected  in  so  called  “suitcase  bombs." 
These  explosives  were  detected  at  airports  prior  to  boarding  or  at  the 
completion  of  a  flight.  The  increase  in  the  number  of  explosions  and  the 
number  of  explosive  detections  indicate  that  sabotage  may  become  the 
primary  threat  to  civil  aviation  as  opposed  to  hijacking. 

Another  concern  is  the  increase  in  the  number  of  foreign  air  carrier 
hijackings  du-'ing  June  through  December  1984  that  were  committed  by  groups 
of  pol itica’ ly-moti vated  hijackers.  These  groups  could  be  labeled 
terro’^ist.  This  trend  increased  world  concerns  when  the  December  4 
hijacking  o^  a  Kuwait  Airways  aircraft  to  Tehran,  Iran  resulted  in  the 
tortu^-ing  and  beating  of  passengers  and  the  murder  of  two  U.S.  citizens. 

Despite  the  preventive  measures  taken,  it  is  believed  that  civil  aviation, 
because  it  is  a  dramatic  target,  will  remain  tempting  and  vulnerable  to 
the  mentally  disturbed,  and  criminal  and  terrorist  elements.  There  is, 
however,  an  effective  security  system  in  place  and  with  the  continued 
cooperation  of  representatives  of  airlines  and  airports  as  well  as  the 
flying  put'ic,  the  United  States  will  continue  to  be  successful  in  keeping 
the  U.S.  ai"  transportation  system  safe  from  criminal  acts. 
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